Cl, AMC Suppl 1 to AR 380-5

DEPARTMENT OF THE ARWY
HEADQUARTERS, UNI TED STATES ARMY MATERI EL COVMVAND
5001 EI SENHOAER AVENUE, ALEXANDRI A, VA 22333-0001

AMC SUPPLEMENT 1 6 June 1997
to AR 380-5
CHANGE 1
Security
DEPARTMENT OF THE ARMY | NFORMATI ON SECURI TY PROGRAM

Thi s change is necessary to del egate wai ver approval authority and confirm
previ ously announced file stanping policy.

1. AMC Supplenent 1 to AR 380-5, 21 April 1992, is changed as foll ows:
Renove ol d pages I nsert new pages
5 and 6 5 and 6
2. This change is necessary to delegate authority to approve exceptions for
storage of CONFI DENTI AL and SECRET nmaterial to commanders of mmjor subordinate
conmands and conmander s/ directors of separate reporting activities. It also
confirms the elimnation of the requirenment to stanp file folders with the

hi ghest overall classification of material contained therein.

3. File this change in front of the suppl enent.
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The proponent of this supplement is the United States Arny

Mat eri el Command.

Users are invited to send comments and

suggested i nprovenents on DA Form 2028 ( Recommended Changes

to Publications and Bl ank Forns) to the Conmander, HQ AMC,
ATTN: AMXM - SCM 5001 Ei senhower Avenue, Al exandria, VA
22333- 0001.

FOR THE COVIVANDER:

OFFI CI AL:

LEROY TI LLERY

BI LLY K. SOLOVON
Maj or CGeneral , USA
Chief of Staff

Chief, Printing and Publications

Br anch

DI STRI BUTI ON:

Initial Distr H(43) 1 ea HQ Acty/Staff Oc

LEAD (SIOLE-DO- 1) (2)
AMCI O | - SP st ockroom (15)
HQDA ( DAM - PQC)

AMXM - SCM ( 25)

SPECI AL:

HQ | OC/ AVBI O- | ML (4)
ARL/ AVBRL- Cl - TG (4)
ATCOM ANMBAT- B- D- CARP (4)
CECOM AVSEL- | M BM | (4)
CBDCOM AMSCB- CI R (4)
LOGSA/ AMXLS- 1 M (4)

M COM AMBM - SMO (Li brary) (4)
SSCOM AMBSC- S- 1 Vs (4)
STRI COM AMSTI - CS ( 4)
TACOM ANMSTA- DRM ( 4)
TECOM AMSTE- CT- N (4)
USASAC/ AMBAC- | M O (4)
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3. Holders of RD FRD docunents who are the proponent of the docunent will
follow steps 1(a), 2(b), 2(c), and 2(d).



Page 21, paragraph 4-302, Photographs, filnms, and recordings. Add the
following at the end:

If space linitations preclude use of a "DERI VED FROM' |ine, separate records
will be maintained to identify the classifier

Page 22, paragraph 4-305, Docunents produced by ADP equi pnent. Add the
following at the end:

A review of classification markings applied by ADP equi prent will be
acconpl i shed prior to dissem nation or reproduction of docunents.

Page 23, paragraph 4-400, Decl assification and regradi ng narki ng procedures.
Add the follow ng at the end:

Material which is automatically downgraded/ decl assified according to
instructions on the material will be remarked, as a m ninum on the
front/first page and back cover.

Page 25, paragraph 5-102a2, Storage of classified information. Add the
following at the end:

Requests for approval to use alarned areas for storage of TOP SECRET materi al
will be forwarded through comand security channels to HQ AMC, ATTN

AMXM - SCM Encl osures for this request will be in the format shown in appendi x
S to this supplement.

Page 25, paragraph 5-102b, Storage of classified information. Add the
follow ng at the end:

When classified naterial is proposed for open storage in vaults,

bui | di ngs, offices, or roons, qualified facility engineer personnel wll
verify the structural conposition of the storage facility according to
standards outlined in appendix H of the basic regulation. The facility wll
be certified regarding its composition and the highest |evel of classified
mat eri al authorized for storage. The certification will be on a 5-year
renewal basis or when there has been a physical nodification to

the structure
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Page 25, paragraph 5-102b, Storage of classified information. Add
subparagraphs 1, 2, 3, 4, 5, and 6.

1. CONFI DENTI AL and/or SECRET naterial will not be stored in steel filing
cabi nets equi pped with a steel |ock bar and secured with a GSA-approved
changeabl e padl ock.

2. Authority to approve exceptions for CONFI DENTI AL and SECRET is del egated
to commanders of major subordi nate conmands (MSCs) of the Arny Materi el
Conmand and to commanders/directors of separate reporting activities of the
Arnmy Materiel Conmand. This authority may be redel egated to MSC chiefs of
staff with power of redelegation to senior intelligence officers provided they
are Lieutenant Colonels or GS 15s and above. Requests for waivers to TOP
SECRET storage requirenents will continue to be forwarded to this HQ ATTN
AMXM - SCM

3. Before approving exceptions to storage standards, the approving authority
shoul d conpare the construction standards of the proposed facility with those
in appendi x H, of the basic regulation. The construction information
conbined with other factors, such as threat, sensitivity of the classified

i nformati on, anmount of in-depth security safeguards, and other pertinent

i nfornmati on shoul d be considered. Copies of approved waivers will be
forwarded to this HQ ATTN. AMXM-SCM with a

copy furnished to AMXM - SSD

4. Exceptions and waivers require conpensatory neasures equal to or greater
than the requirenents of the regul ation

5. Wiivers are valid for 1 year only and require annual renewal, if

necessary. Approvals will be based upon subnission of projects and mil estones
whi ch support the attainnent of the requirements of the regulations for which
t he wai ver was issued.

6. Exceptions are permanent and are applicable only when current
procedures exceed requirenents of the regulation or it is cost-prohibitive to
neet the requirenents.

Page 26, paragraph 5-103b, Procurenent and phase-in of new storage equipnent.
Add the followi ng at the end:

Copies of the request will be sent to HQ AMC, ATTN. AMXM -SCM with a copy
furni shed to AMXM - SSD.



